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Yual Abraham “Lavender”: The Ai machine directing Israel”s bombing spree in Gaza” +972 Magazine
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GPT(General Purpose Technology)

GPT

No. GPT B 535 No. GPT [ sm 59
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"Artificial Intelligence (Al) is a general-purpose technology that has the potential to : improve the welfare and well-being of people,

(

contribute to positive sustainable global economic activity increase innovation and productivity, and help respond to key global

challenges.” OECD “Recommendation of the Council on Artificial Intelligence” August 2023

Sam Manning et al, "GPTs are GPTs : An Early Look at the Labor Market Impact Potential of Large Language Models,” arXiv (August

2023)
->LLM

general-purpose technology
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3 - Al

@ UNACCEPTABLE RISK

& HIGH RISK

LIMITED RISK
1M systerms with specfec
trarspanency chligations)

MINIMAL RISK

(20244

1) Al
2)
3)
4)

Al
Al
- 12
%T’{;} ‘g - If substantial
- changes
A high-risk Al it needs to undergo Registration of A declaration happen in the
system is the conformity stand-alone Al of conformity needs Al system’s
developed. assessment and systems in an EU to be signed and the lifecycle
comply with Al database. Al systemn should
requirements.” bear the CE marking.
o S The system
a notified body is can be placed
wolved 100. on the market. GDPR

Al
Al

Al
2 2026

6 Al

9
36
6%

( ) EU “Regulatory Framework Proposal on Artificial Intelligence” https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai

33


https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai

4 Al (MIT)

. o Domain / Subdomain risk document:
The Al Risk Repository e e

1.1 Unfair discrimination and misrepresentation B% 63%
1.2 Exposure to toxic content 6% 34%
1.3 Unequal performance across groups % 20%
2 Privacy & security 14% 68%
e iy 2.1 Compromise of privacy by obtaining, leaking or correctly inferring sensitive information 7% 61%
— 2.2 Al system security vulnerabilities and attacks 7% i
3 Misinformation 7%

3.2 pallution of information ecosystem and Inss.af consensus reality 1% J2%
= - = = — = \ & 4 Malicious actors & misuse 145 68%
= ey S e E(;(B% 4.1 Disinformation, surveillance, and influence at scale 5% 41%
= ? E = 4.2 Cyberattacks, weapon development or use, and mass harm 5% 54%
; Z_Z % 4.3 Fraud, scams, and targeted manipulation 4% 34%

== 5 unan-conauterneacin Al Al o

. 5.1 Overreliance and unsafe use 5% 24%
E— —» 5.2 Loss of human agency and autonomy 4% 2%
‘ 6 Socioeconomic & environmental harms 18% 73%
Category Level Proportion 6.1 Power centralization and unfair distribution of benefits 4% 37%
6.2 Increased inequality and decline in employment quality 4% 34%
Human @ 6.3 Economic and cultural devaluation of human effort 3% 32%

Entity Al Sk 6.4 Competiive dynamics A | 1% 2%
Other 15% 6.5 Governance failure 4 32%
Intentional 35% 6.6 Environmental harm % 32%
Intent Unintentional 37% 7 Al system safety, failures & limitations 24% 76%
Other 97% T1A pursmnq its own goals in cnnlﬂllc't with human goals or values B% 46%
7.2 Al possessing dangerous capabilities 4% 20%
Pre-deployment 10% 7.3 Lack of capability or robustness 9% 59%
Timing Post-deployment 7.4 Lack of transparency or interpretability 3% 7%

Other 24% 7.5 Alwelfare andsiohts. . Al <1% L

Note. Totals mav not match due to rounding. Note. Domain totals may not match subdomain sums due to rounding and domain-level coding of some risks.

(Source) P. Slattery et al. “Global Al adoption is outpacing risk understanding, warns MIT CSAIL” (MIT CSAIL News, August 14, 2024)
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2024 9 Al Council of Europe
Framework Convention on Artificial Intelligence and Human Rights, Democracy and the Rule of Law EU

Al

Al

accountability and Al
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(reliability)
(safe innovation)
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m2023 7 Al Al
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Amazon, Anthropic, Google, Inflection, Meta, Microsoft & OpenAl

1) Al
2)

Red Teaming

3)
4)

5) Al

B)A

7)

8) Al

O Al

20234

THE WHITE HOUSE

FACT SHEET: Biden-Harris
Administration Secures Voluntary
Commitments from Leading Artificial
Intelligence Companies to Manage the
Risks Posed by A1

Al
(frontier Al systems)
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Al PAB(2023£10

OCTOBER 30, 2023

m2023 10 Al Executive Order on the Safe, Secure, and
Trustworthy Development and Use of Artificial
O Al Intelligence

Al
1) Al Red Teaming
2) NIST Red Teaming
3) Al
4)Al
(Al )
5)
6)Al (=algorithmic discrimination)
7) Al

8) Al
9) Al

O Al

(Source)White House “Executive Order on the Safe, and Trustworthy Development and Use of Artificial Intelligence” (October 2023) https://www.whitehouse.gov/briefing-
room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/

9
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i 2024 2 Scott Wiener (SB1047)
8
Al
Frontier Model Division(FMD)) 10 26 Flops
Al
Al
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—(a) (b) (©)
FMD
() Al 2024 3 URL

https://digitaldemocracy.calmatters.org/bills/ca_202320240sb1047)

Al

Al

>

Al
S 10
() https://www.gov.ca.gov/wp-content/uploads/2024/09/SB-1047-Veto-Message.pdf
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Data Poisoning

Al
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Data Evasion(

Model Extraction(
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WormGPT/FraudGPT---Al

(
BEC( Al

Data Poisoning

—

Indirect

Denial of Service
Prompt Injection
LIy
\ ?‘c%g:ré" /
s e
&x B Inc d
Data Poisoning wE  Availability S« Computation
58 4
14 rompt Injection
Al
Xl
509>
Indirect Misaligned Indirect
Prompt Injection Inputs Prompt Injection
eS0Ur
Targeting # o

i Sontras
Poisoning \ \ - W/% \ . /O Prompt Injection

g3
2 Z  Integrity
23

ot

o

i/

)
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]
<,

Abuse 'f,
o
\ / / 4
Touod Joquod
980 30005 e 510
Backdoor
Poisoning Prompt Injection
'rompt Extraction
G
Backdoor yg& ‘ U%_%
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indirect /N e Privacy -+ -
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) Data ) Information
A & ¥
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Attacks
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(Source)A. Vassilev et al. “Adversarial Machine Learning : A

Taxonomy and Terminology of Attacks and Mitigation” NIST
Al 100-2e2023 (January 2024)
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Al

Probable events are over-estimated
Im_pmbo\{u!e everts are under-estimated

Finite Samp[inﬁ ﬂ \ Ansroxim Fttia

Probable events poison reah‘ty

Talls shrink over Time

(Source) I. Shumailov et al. “The Curse of Recursion : Training on Generated Data Makes Models
Forget” arXiv, May 2023

(model collapse)

degenerative process)
Al

A

Al

——
| “« »
——
- =
-4 =

Al

(Source) Carl Franzen “The Al feedback loop : Researchers warn of “model collapse” as Ai trains on Al-generated content” Venture
Beat, June 12, 2023
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Al

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

THE NEW YORK TIMES COMPANY

Plaintiff, Civil Action No.
V.
COMPLAINT
MICROSOFT CORPORATION, OPENAL INC., -
OPENAI LP, OPENAI GP, LLC, OPENAI, LLC,
OPENAI OPCO LLC, OPENAI GLOBAL LLC, JURY TRIAL DEMANDED

OAI CORPORATION, LLC, and OPENAI
HOLDINGS, LLC,

Defendants.

MEDIA
ALLIANCE

News/Media Alliance Applauds NYT Complaint

Filed Against Microsoft and OpenAl

By Staff December 27, 2023

(
2023 12 New York Time (NYT) Open Al / MS
New York
= Al Chat
GPT
mNews/Media Alliance 2,000 NYT
mQOpen Al
( Al Al wiki

https://w.atwiki.jp/genai_problem/pages/50.html#id_18cc5b57
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= & 1

(US DosS, “Political Declaration on Responsible Use of Artificial Intelligence and Autonomy”, Feb 2023)

[REAIMSUmmt]”(2023 2

Al(military Al capabilties)
(legal reviews)

Al (senior offioials
I\
A\

Al (unintended bias)

(auditable)

Al

( ) https://www.state.gov/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy/
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16

‘Lavender’: The AI machine directing
Israel’s bombing spree in Gaza

The Israeli army has marked tens of thousands of Gazans as suspects for
sination, using an Al targ ystem with little human o

a permissive policy for casualties, +272 and Local Call reveal.

Yural Abraham “Lavender’ : The Al machine directing Israel’s bombing spree in Gaza” (April 3, 2024) +972 Magazine

https://www.972mag.com/lavender-ai-israeli-army-gaza/

= (8080
”Lavender’ 37,000
100

=l avender’ 90%

= Lavender’

] 15 20
= "Where’s Daddy?”

Al
https://news.yahoo.co.jp/expert/articles/c72d4chc32aa5577eac494dfd75b43652a20555f

(230

Yahoo! News

Al
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IPA AISI Al Safety Institute
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»
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% GPAI (https://www2.nict.go.jp/gpai-tokyo-esc/ 2024 7 1 NICT
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